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WHO ARE WE?

Nic Jansma Philip Tellis
SOASTA SOASTA



WHAT WE DO

SOASTA mPulse is a Real User Monitoring (RUM) tool for
measuring page load performance


http://www.soasta.com/mpulse/

WHAT WE DO

We have a JavaScript library (Boomerang) that captures
performance metrics, page load characteristics, XHRs, SPA

navigations, and more
We are a third-party script provider

We serve boomerang. js from a CDN to our customers
using a script loader snippet they include in their HTML

We can update our customer's boomerang. js version (if
they ask)

Our script runs in their page so we have to be super-
duper careful



BOOMERANG

Created by Philip Tellis @ Yahoo

Gathers performance metrics and characteristics of the
page load and beacons that data to your server (aka RUM)

Open-source project (with contributions from SOASTA)
https://github.com/lognormal/boomerang/


https://github.com/lognormal/boomerang/

NON-BLOCKING SCRIPT
LOADER PATTERN

e |ognormal.com/blog/2012/12/12/the-script-loader-pattern
e Better than <script> nodes or async

e Uses an anonymous IFRAME


http://www.lognormal.com/blog/2012/12/12/the-script-loader-pattern/

(function(url) {
// Section 1
var dom,doc,where,iframe = document.createElement('iframe')
iframe.src = "javascript:void(0)"
iframe.title = ""
(iframe.frameElement || iframe).style.cssText =
where = document.getElementsByTagName( 'script')
where = where[where.length - 1]
where.parentNode.insertBefore(iframe, where)

"width: 0; height: 0; borde

// Section 2
try {
doc = iframe.contentWindow.document
} catch(e) {
dom = document.domain
iframe.src="javascript:var d=document.open();d.domain=""+domt+""';void(0);"
doc = iframe.contentWindow.document
}
doc.open(). 1 = function() {
var js = this.createElement('"script")
if(dom) this.domain = dom
js.id = "js-iframe-async"
js.src = url
this.body.appendChild(js)
}
doc.write( '<body onload="document. 1();">")
doc.close()
})('http://some.site.com/script.js')




CUSTOMER CONCERNS

What happens when our customers think our third-party
script is causing an issue on their site?



We bust out our favorite tools!

€2 WEBPAGETEST "8 Fiddler

rtualBox ==

fv Microsoft® Windows® Performance Anal
' Version 10.0.10240.16384 (th1.150709-1700)
i orporaticn. ri S I

.| © 2015 Microsoft C ation. All rights reserved




SCENARIO #1

Aren't you supposed to be non-blocking?



Customer:

"Hi guys, So, | was running some WPT tests today and saw
this... | thought that this was supposed to be non-
blocking. If anyone sees this, they'll hang me up by my
heels.”

23, - e - -— 53 ms

25. c.go-mpulse.net .. .-EYGLE-64UYR-55552




Screenshot #2 from our customer:
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STEP #1
REPRODUCE THE ISSUE



TOOL #1
WEBPAGETEST

¢ WEBPAGETEST

e For reproducing real-world page load scenarios
e [For testing Single Points of Failure (SPOF)

e Can give you: waterfalls, TCP dumps, network and
processing breakdowns, traces, net logs, screenshots,
videos, Page Speed score, comparisons and more



STEP #1
REPRODUCE THE ISSUE

The customer shared their WebPageTest results URL, and
we looked closer at the test pass

Out of the 9 runs, 2 showed what appeared to be
boomerang.js blocking other downloads

Repro #1:
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Larger view
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25. c.go-mpulse.net...-EYGLE-64UYR-35892

Repro #2:
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STEP #2
DIVE DEEPER

We looked at the 9 test runs, and found 3 more that had
some sort of period where nothing happens

The tests show periods of time where the CPU is 100%, and
bandwidth (bytes transferred) drops to 0 for 1-4 seconds.



over a second:
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Non-repros: boomerang.js loaded quickly, but two images
appeared to "hang"
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Non-repros: boomerang.js loaded much earlier, but other
content appears to "hang"
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Non-repros: Other content "hanging"
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WebPageTest has many options for diving deeper

Run 4:

Waterfall

First View
(5.350s)

tcpdump - (view)

Timeline (view)
Processing Breakdown

Trace iview)

MNetLog

f?_rv"“




WEBPAGETEST
PROCESSING BREAKDOWN

Gives a breakdown of main thread processing and timeline



PROCESSING
BREAKDOWN

Main thread processing breakdown

Where the browser's main thread was busy, not including idle time waiting for resources (view timeline).

Processing Categories Processing Events
Scripting FunctionCall
@ Layout EvaluateScript
@ Painting @ Layout
@ Lcading @ Program
@ Other @ Compositel....
@ Recalculate
@ ParseHTML
GCEvent
TimerFire
(a4
Category Time (ms) Event Time (ms)
Scripting 1325 FunctionCall T4
Layout 409 EvaluateScript 500
Other 273 Layout 337
Painting 216 Program 213
Loading 58 CompositeLayers 199
RecalculateStyles 72
ParseHTML 58
GCEvent 57
TimerFire 20
UpdatelayerTree 12
Paint 5
EventDispatch 3}
XHRReadyStateChange 3
XHRLoad 1



PROCESSING
BREAKDOWN

Main thread time breakdown

All ofthe main thread activity including idle (waiting for resources usually) (view timeline).

Processing Categories Processing Events
Scripting Idle
@ Layout FunctionCall
@ Fainting EvaluateScript
@ Loading I @ Layout
@ Other \ @ Program

Idle @ Compositel....
@ Retalculate. ..

@ ParseHTML

GCEvent
il 4
Category Time (ms) Event Time (ms)
Idle 3243 Idle 3243
Scripting 1325 FunctionCall 4
Layout 409 EvaluateScript 500
Other 273 Layout 337
Painting 216 Program 273
Loading 58 CompositelLayers 199
RecalculateStyles 72
ParseHTML 58
GCEvent 57
TimerFire 20
UpdatelLayerTree 12
Paint 5
EventDispatch 3
XHRReadyStateChange 3
XHRLoad 1



TOOL #2
TCPDUMP

e Packet capturing, viewing and analysis

e libpcap is a portable library for capturing



TCPDUMP

tcpdump.org/manpages/tcpdump.1.html
tcpdump -nS

[nicjansmafiserver3 ~]% sudo tcpdump -nS
‘tcpdump: verbose output suppressed, use -v or -wv for full protocol decode
11=ten1nb on eth@, link- type ENlGME (Ethernet), capture size 65535 bytes
@7:51: 3 9 9: Flags [P.], seq 984784263 784375, ack 1598448397, win 229, length 112
: Flags [P.], seq 984784375:984784487, ack 1598448397, win 229, length 112
[P.], seq 4872120439:4872180683, ack 3667255274, win 417, length
[P.], seq 4872180683:48721808767, ack 3667255274, win 417, length
[P.]. seq 4872188767:4872180835, ack 3 win 417, length
[P.]. seq 4872180835:4872180903, ack 3667255 win 417, length
3
:
3

2 M

s [P.], seq 487218 @7218@955, ack win 417, length
0 o I e [P.], seq 487218@955:4872181887, ack in 417, length
64.34.161.211.ssh
64.34.161.2 > 224,
4.34.161.211.55h > [P.], seq 4872181859:4872181127, ack
64.34.161.211.ssh > [P.], seq 4872181127:4872181179, ack
64.34.161.211.ssh » 73.191.226.: 14: [P.], seq 4872181179:4872181231, ack
64.34.161.211.ssh > y [P.], seq 4872181231:4872181283, ack
7 1.226.169.56559 > 64. 161.211.ssh: Flags [.], ack 984784263, win 587, length
64.34.161.211.ssh » ?3.191 ] '814: Flags [P.], seq 4872181283:4872181335, ack 3667255274, win 417, length 52
85.76.142.215.64204 > 64.34.: 1.http: Flags [S], seq 1214324584, win 8192, options [mss 148@,nop,wscale Elnop,m
64.34.182.211.http > 85.76.14 15.64LQ4: Flags [5.], seq 3188831852, ack 1214324585, win 14608, options [mss 1460,
64.34.161.211.ssh > 73.191. Ll 14: Flags [P.], seq 4872181335:4872181419, ack 3667255274, win 417, length
64.34.161.211.ssh » ?3.151 : Flags [P.], seq 4872181419:4872181535, ack win 417, length 116
4.161.211.55h : Flags [P.], seq 4872181535:4872181587, ack win 417, length
34.161.211.ssh : Flags [P.], seq 4872181587:4872181639, ack win 417, length
4.161.211.ss5h : Flags [P.], seq 4872181639:4872181691, ack win 417, length
34.161.211.ssh : Flags [P.], seq 4872181691:4872181743, ack win 417, length
4.161.211.ssh [P.], seq 4872181743:4872181795, ack win 417, length
34.161.211.ssh [P.], seq 4872181795:4872181847, ack win 417, length
4.161.211.s55h [P.], seq 4872181847:4872181899, ack win 417, length
34.161.211.5sh [P.], seq 4872181899:4872181951, ack win 417, length
4.161.211.ssh [P.], seq 4872181951:4872182083, ack win 417, length
64.34.161.211.ssh [P.], seq 4872182083:4872182@855, ack win 417, length
64.34.161.211.55h [P.], seq 48721820855:4872182187, ack win 417, length

(% I Y]
NN N

: Flags [P.], seq 4872181887:4872181859, ack 3667255: in 417, length
dvertlfement vrid @, prio 158, authtype none, intv length 2@

R R R

win 417, length
win 417, length
win 417, length
win 417, length
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http://www.tcpdump.org/manpages/tcpdump.1.html

TOOL #3
WIRESHARK

.
WIRESHARK

Higher-level analysis of tcpdump



WIRESHARK

W test.cap BR[|

File Edit Wiew Go Capture Analyze Statistics  Telephony Tools  Internals  Help

= | EdXSE A+ TF IL|IBE QB dEMX B
Filter: | Expression...
Mo, Time Source Destination Protocol  [Length | Info
1 0.000000 192.168.0.2 Eroadcast ARP 42 Gratuitous ARP Tor 192.168.0.2 (F
2 0,2959135 192,168.0.1 192.168.0.2 MNEMNS 02 Mame guery MBSTAT %<00x<00:<002<C
3 0.2959214 0.2 TCMP 70 Dpestination unreachable (Port un
4 1.02565% 192.168.0.2 224.0.0.22 IGMP 54 v3 membership Report / Join groug
5 1.044366 192.168.0.2 152.168.0.1 DNS 110 standard query SRv _ldap. _tcp. nbc
al. 048652 1%92.1a5.0.2 439,255,255, 250 SSDP 175 M-SEARCH * HTTR/1.1
7 1.050784 192.168.0.2 162, 168,0.1 DM 86 standard guery S04 nbl0061d. wwl0d
8 1.055033 192.168.0.1 152, 168,0.2 SSDP 337 HTTR/L.1 200 OK
G 1,082058 192.168.0.2 162, 168,0,255 MNEMNS 110 Registration NE WELOOELD<00>
10 1.121%45 192.168.0.2 1592.168.0.1 DHS 87 standard qguery A proxycont.ww0od.
11 1.2261568 192.168.0.2 192.168.0.1 TCP 62 ncu-2 > http [SYN] Seq=0 win=5424
12 1.227282 192.168.0.1 192.168. 0.2 TCP 60 http > ncu-2 [S¥N, ACK] Seq=0 ackw
>

¥

Frame 11: 62 hytes on wire (496 bits), 62 bytes captured (498 bits)
Ethernet II, sSrc: 152.168.0.2 (00:0b:5d:20:cd:02), Dst: Metgear_2d:75:%9a (00:05%:5h:2d:75:9a)
Internet Protocol, sSrc: 192.168.0.2 (192.165.0.270, Dst: 192.168.0.1 (192.168.0.1)
= Transmission Control Protocol, Src Port: ncu-2 31960, Dst Port: http (800, Seq: 0, Len: O
Source port: nou-2 £31960
pestination port: http (80D
[stream Tndex: 5]
Sequence number: 0 (relative seguence number)
Header length: 28 hytes
+ Flags: Ox02 (S¥n)

¥

F

window size wvalue: 64240 v
Qo000 00 09 5b 2d 75 9a 00 0Ob 5d 20 <d 02 08 00 45 00 co[-u... ] ....E.
00lo 00 30 18 48 40 00 B0 06 61l Zc C0 ag o0 02 c0 a8 B o - O
0020 00 01 0c Fo 00 50 3¢ 36 95 8 00 00 00 00 F0 02 N L . 2.

0030 fa fO 27 =20 00 00 02 04 05 b4 01 01 04 02 e s

6 File; "C:ftest,cap” 14 K& 00:00:02 Packets: 120 Displayed: 120 Marked: 0 Load time: 0;00.000 Profile; Default




TOOL #4
CLOUDSHARK

>

Analyze PCAP (tcpdump) files in your browser



CLOUDSHARK

4.trim.2mb.cap 1 9 mb - 2548 packets - more info

@ CloudShark Enterpnse  Nic Jansma

Start typing a Display Filter " Apply C
No. | &  Time Source Destinaticn Protocol Length Info
38 © 1.521156 216.58.217.142 192.168.103.113 TCP 60 https + 64468 [ACK] Seq=4295 Ack=1338 Win=45696 Len=@
39 © 1.553164 216.58.217.142 192.168.183.113 TLSv1.2 351 Application Data
4@ © 1.553211 192.168.103.113 216.58.217.142 TCP 54 64468 + https [ACK] Seq=1338 Ack=4592 Win=13156@ Len=@
41 @ 1.556162 216.58.217.142 192.168.183.113 TL5v1.2 147@ Application Data
42 © 1.556285 216.58.217.142 192.168.103.113 TLSv1.2 567 Application Data
43 O 1.556224 192.168.103.113 216.58.217.142 TCP 54 64468 - https [ACK] Seq=1338 Ack=6521 Win=13156@ Len=@
44 o 1.556246 216.58.217.142 182.168.1@3.113 TLSv1.2 lea Application Data
45 o 1.783831 192.168.183.113 216.58.217.142 TLSv1.2 1ea Application Data
46 O 1.783192 216.58.217.142 192.168.183.113 TCP 60 https + 64468 [ACK] Seq=6567 Ack=1384 Win=45696 Len=@
47 O 1.958219 192.168.185.112 182.168.1@85. 255 NBNS 82 Name query NBE HTTP5<@&:>

o
49 O 2.788319 192.168.105.112 192.168.185.255 NBNS 92 Name query NB HTTPS<@@>
51 @ 3.947670 192.168.103.113 152.168.103.1 DMNS 81 Standard query @xdcéd A cache.pack.google.com
o

53 O 3.972466 192.168.103.1 192.168.183.113 DMS 552 Standard query response @xdc6d CNAME redirector.c.pack.google.com A 173.194.121.34 A 17
54 @ 3.973253 192.168.183.113 173.194.121.34 TCP 66 64469 - http [SYN] Seq=@ Win=8192 Len=@ MS5=146@ WS=4 SACK_PERM=1
55 O 4.802472 173.194.121.34 192.168.103.113 TCP 66 http =+ 64469 [SYN, ACK] Seq=@ Ack=1 Win=429@0 Len=@ M55=1430 SACK_PERM=1 W5=128
56 O 4.802542 192.168.103.113 173.194.121.34 TCP 54 64469 -+ http [ACK] Seq=1 Ack=1 Win=13156@ Len=@
57 o 4.ee3ed46 192.168.103.113 173.194.121.34 HTTP 523 GET /crx/blobs/QgAAACGzZwW@qH2DItnXe8Z7rUIP11V-NR4wYS58jM2HOPewERQCT jk48sngnsU2rmlfVenludd
ET 0 4.@374R1  173.194.171.34 197.1AR.1R3.113 TCR i) httn + A44r% Tarkl Sen=1 Ark=47A Win=44R37 | en=A |
4

Frame 47: 92 bytes on wire (736 bits), 92 bytes captured (736 bits)

Ethernet II, Src: Vmware_P@:33:6@ (@@:8c:29:0@:33:60), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

Internet Protocol Version 4, Src: 192.168.105.112 (192.168.185.112), Dst: 192.168.185.255 (192.168.185.255)
User Datagram Protecol, Src Port: netbios-ns (137), Dst Port: nmetbios-ns (137)

NetBIOS MName Service

i




At this point, we downloaded the WebPageTest tcpdump
files to dive deeper into the data

Run 4:

Waterfall

First View
(5.350s)

tepdump - (view)

Timeline (view)
Processing Breakdown

Trace (view)

MNetLog

{-.-'-""




In all of the runs that showed a period of "no progress", we
found zero network activity

Frame Mumber Time Date Local Adjusted Time Offset  Source Destination Protocol Mame  Description
1719 4:07:02 PM 4/22/2015 30.0893270 192.158,102.94 23.23.102,119 TCP TR e el agges 8 B P oo SRR il T el s e @ VER mdes WOW
40702 PM 4/22/2015 30.0893430 192.158.102.94 23.67.292.74 TCP il ] B Mg o AEARS P T Vg el w6 s OGS R

300927990 23.23,102,119 192,168, 102.94
.102.94 23.23.102.119
68.102.94 192.243,250.20

o . - ; 1 B :
e ™ S ) B Popco ol T il o BN S el e w ecs DO W e AR v el
B e Sy B o g e g e W g ag—— - ——
e e e e R el gl I e i

4:07:03 PM 4/22/2015 311271320 13
4.07:04 PM 4/22/2015 31,1629330 192, 192, 155710
4:07:04 PM 4/22/2015 31,1725380 192,243.250.20 192,168.102.94
4:07:04 PM 4222015 31.2519320 192.168.102.94 192.168.102.1 DNS

(Repro #1)

We expect the OS network stack to continue TCP
communications even if the browser was "blocked" on a
script




CLOUDSHARK

4.trim.2mb._cap 1.9 mb - 2548 packets - more info

Minimal activity for 1.5 seconds
No. &  Time Source Destinggion Protocol Length | Info
38 o 1.521156 216.58.217.142 152.68.183.113 TCP ] https + 64468 [ACK] Seq=4295 |
39 @ 1.553164 216.58.217.142 1 168.183.113 TL5v1.2 351 Application Data
4 @ 1.553211 192.165.1€3.113 6.58.217.142 TCP 54 64468 + https [ACK] 5eq=1338 /
41 o 1.556162 216.58.217.142 192.168.183.113 TL5v1.2 1478 Application Data
42 @ 1.556285 216.58.217.142 152.168.183.113 TLSv1.2 567 Application Data
43 @  1.556224 192.168.183. 216.58.217.142 TCP 54 64468 + https [ACK] Seq=1338 |
44 @ 1.556246 216.58.2 2 152.168.183.113 TLSv1.2 lea Application Data
45 @ 1.788831 192.168. 3 216.58.217.142 TL5v1.2 18a Application Data
46 2 1.783192 216.58.217.142 192.168.183.113 TCP 68 https + 64468 [ACK] Seg=6567 {
0O 1.958219 192.168.165.112 192.168. - Mame query NB HTTPS5<@@:
o

.788319 192.168. - 192.168. - Mame query NB HTTPS<@@:»
51 O 3.947678 192.168.183.113 192.168.183.1 DNS 81 Standard query @xdcéd A cache,
o
53 o 3.972466 192.168.1@3.1 192.168.183.113 DMN5 552 Standard query response @xdcéc
54 @  3.973253 192.168.183.113 173.194.121.34 TCP 66 64462 -+ http [SYN] Seq=8 Win=i
35 O 4.882472 173.194.121.34 192.168.183.113 TCP 66 http = 64469 [SYN, ACK] Seq=0
56 O 4.882542 192.168.183.113 173.194.121.34 TCP 54 64469 + http [ACK] Seg=1 Ack=!
57 @ 4. 8e3e46 192.168.183.113 173.194.121.34 HTTP 523 GET /crx/blobs/QgAAACEzwWegH2D]
[ =4~ i A nA3TAGA 1972 404 191 JA 1A% 1£0 9@ 113 TN =1l [ o EAAsn TarwT Caa—a Al

(Repro #2)



TOOL #5

BROWSER DEV TOOLS

£06 ) cvomenmaan F

€ © | chrome//tracng
Recors Sive ) Long | A0

Tmin Trmsm e e G G i T,

7074: CompositorRasterWorker129...

7074

CiRendererMain:
(CC:LayerTreeHostimpl 0x7ca79190) acwe e : | AHide ransiom layers

cerspicturelayerinpl 0x7bbbda00
coriPicturelayerizpd 0x7c0£7000

(bounde: (heighes €031,
widen,

+ 1031,
pictures:  (coiiPicture Ox85a5a350 8 7121767 ms,
L1k 834 2062.54

Sy

Diagnostic session: 2.573 seconds

Ul Responsiveness

¥ User mark 4 App ifecyce mark

s S o w i 5 s = = i
4 CPU utilization (%) MLosding MiScripting MIGC MIStyling MlRendering MImage decoding
w S
||||||||||| : A | A N D 1
4 Visual throughput (FPS) M Frames per second
% %
©

0
|

Timeline details
Event name

Timer (loopFr)

HTML parsing

DOM event (readystatechange)
DOM event (DOMContentlo.
DOM event (readystatechange)
DOM event (load)

HITP request (/skypectoc/vl..
DOM event (message)

DOM event (message)

Timer (loopFr)

Timer (Anonymous function)
Timer (Anonymous function)
Timer (loopFr)

Timer (loopFr)

Timer (loopFr)
Timer (loopFr)
Timer (loopFr)
Timer (loopFr)
Timer (loopFr)
Timer ()

Timer (loopFr)

-
1022ms
I 11126 ms (0.14 ms)

Sortby: [Start time
500ms. 1 155 2 255

Selection duration: 2575

>

Start time: s
10093 ms (001 ms)

10036 ms (00038 me) Ulthread summary:

1018 ms (00061 ms)

1027 ms (00093 ms)

1053ms \ §
1389 ms (0011 ms) e $\\‘
1362ms 0019 ms)
1025 ms 5%
10086 ms
10097 ms.
10093 ms.
10056 ms
10099 ms
10063 ms
10.092ms
10.062ms.
1037 ms
10.083ms
1012ms
102ms
1012ms
1514ms
v

10058 ms.

Target: |_top: www.soasta.com




TOOL #5

BROWSER DEV TOOLS

®[ G | > Comok | @ Ocwgger | [ sk [IONTTY 7 Neowork FIEEE x [ m [C) Dise Nsi7me O17es 0: Ao =3 Q@
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Joa © dnvascrpts Events L)
. Timeline Events 1o0s 200 a00e P s00e cons 7o0s sons saos]  toom oo | g eom oo eom 1500
'
[ pxgit — pixeL.captora.com i"‘ [ I I I I
» 5] wiwsoasta.com € i i i i
'
'
© Fiter Tl Events >
- y v
e e e G5 o B Cewm sl awm
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Ty o
Learn vore; w0

Main Frame &



The usefulness of Browser Dev Tools could be a talk on its
own, but we'll give some highlights during our investigations



TOOL #6
CHROME TRACING

chrome://tracing

/| chrome://tracing

x [l Google+ oo\

o~
© @ [ chrome://tracing L=
Import errors! | Categories e K
am [7i28.4m [71285ms [7128. m [7128.7 m [71288 ms 71289 mg [7123ms 7129 1 m 71292 m [resams | [ridms _ [rieasms ,  [reasms |
- 7074: Compositor:

- 7074: CompositorRasterWorker1/29...

. 7074:C

CC:LayerTreeHostimpl 0x7ca79190] acive wee < | ¥ Hide transform layers
|

Selected layer| sox _+ | @Show other layers @ Show i

ictureLayerImpl 0x7a9ada00
ictureLayerImpl 0x7bbbac00
::PictureLayerImpl 0x7bbc3e00
ictureLayerImpl 0x7bbc4400
cc::PictureLayerImpl 0x7bbcc600
cc::PictureLayerImpl 0x7a9a5400

0x7bbe2400

cc::PictureLayerImpl 0x7bbbc600
cc::PictureLayerImpl 0x7bbbda00
PictureLayerImpl 0x7c0£7000

{bounds: {height: 6051,
width

@ 7127.767 ms
€ 7062.543 ms
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WebPageTest provides Chrome Traces

Run 4:

First View
(5.350s)

tcpdump - (view)

Timeline (view)
Processing Breakdown

I Trace iview) I

NetLog




|_los,

LI

CHROME TRACE

Repro #2:

I3,

|15s

|2, |25

145,

HE 1455 5s 555 155, |85s I7s, |75 [ED [EER les
f 15016 5 |
- Browser (pid 4516)
BrowserBlockingWorker1/2248 | | | |
BrowserBlockingWorker2/5200 | | I | |
BrowserBlockingWorker3/212 | | |l | | | | X
Chrome_CacheThread | 1T N | (] \I*IIII—_I 1 II_—I (TR I 1 [l
Chrome_DBThread 11 3
Chrome_FileThread | ™
Chrome_HistoryThread . [ I I I | 1 \ [T -
URL URL u. URL UR_ U URL URLRequest Response Starfed URL URLRequest URLR U UR_ URLRequ._. UrR
URL R URL  URLRequ URLRequest Response Stafed U URLRequestRespo. . URLR . UR URLR
URL URLRegquest URL Request Response Stafled URL 2.3 URLR urR UR
URL URL URL Request Response Stafled URL
URL URL URLRequell URLRequest ResponceStarted URLRequ.
URL URLRequest URLRequest ResponseStalffed
URLReq URLRequest URLRequest RespanseSiafjed
UR.  UR. URLRequest RespanseSiafjed
URLRequ. URLRequest Response Stalted
URLRequ... URLRequestResponse Stafjed
URLRequ... URL
URLRequ... URLRequest-Gueue|
URLRequ... URLRequest-Queusl URL
URLRequ... URLRequestQueugti URL
URLR.. URLRequest Gueulld URL
URLREQU... URLRequest-Guekd URL
JrLRequest-Response Started URL...
UR.. URLRequest-Gulfued URLRequest....
URLRequestQuitued URLRequest-...
URLRequest Queued URLRequ...
URLRequestueuad URLRequest:
URL Requestfususd URLRequast
URL Requestfususd URLRaquast-
URLReuest-Queved URL
uUrLRBuest Gueued URL
URifRequest Gueued URL
URLRequestGueued UR .
URLRequestQueusd URL
URL URL URLRequest
URLReques . URLRequestRespa . @ U
URLReques . URLRequest-Respo. .
URLRequestQueued URLR.  U..
URLRequest Queued URLRequ.
URLRequest Queued URLRequ_.
URLRequest Gueued URLRequ_..
URLRequestQueued URLRequ...
URLRequest Queued URL
Chrome_|OThread M IIFIF\IIIFIIII*\ 1 II-IIIIFIIIHIII (1 N ] \Il-llﬂlll|lel\lq\TW-H\lll\l||||I|\ || !IIIII\ 1071 i A O T RN I 1



CHROME TRACE

Repro #H2:
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NETLOG

NetLog: Chrome's network logging system

https://www.chromium.org/developers/design-
documents/network-stack/netlog


https://www.chromium.org/developers/design-documents/network-stack/netlog

REPRO #2: NETLOG

{"params":{"load flags":2163712, "method":"GET", "priority":"LOWEST",
"url":"http://c.go-mpulse.net/boomerang/KQTS5-4NBTD-EYGLE-64UYR-S5892"},
"phase":1,"source":{"id":588, "type":1},"time":"5454412310", "type":91},

{"phase":1,"source":{"id":588, "type":1},"time":"5454412310", "type":93},

{"phase":2,"source":{"id":588, "type":1},"time":"5454412310", "type":93},

{"phase":1, "source":{"1d":588,"type":1},"time":"5454412310", "type":101},

{"phase":2,"source":{"id":588, "type":1},"time":"5454412310", "type":101},

{"phase":1, "source":{"id":588,"type":1},"time":"5454412310", "type":102},

{"params":{"byte count":1460}, "phase":0,"source":{"1id":275,"type":4},
"time":"5454412311", "type":62},

{"phase":2, "source":{"1d":529, "type":1},"time" :"5454412311", "type" :143},

{"phase":1,"source":{"id":529, "type":1},"time":"5454412311", "type":143},

{"params":{"byte count":443}, "phase":0, "source":{"1id":275, "type":4},
"time":"5454412313", "type":62},

{"phase":2, "source":{"id":529, "type":1},"time":"5454412313", "type" :143},

{"phase":1,"source":{"id":529, "type":1},"time":"5454412313", "type":143},

{"phase":2,"source": {"id":275, "type":4},"time" :"5454412313", "type" :37},

{"phase":2, "source":{"1d":529,"type":1},"time":"5454412313", "type" :143},




STEP #2
DIVE DEEPER

It will be great to (re)prove that our script loader works even
if our CDN is down, or if there are delays in the network

How can we do this? There are a couple tools that can help
with Single Point of Failure (SPOF) testing



WEBPAGETEST SPOF

blackhole.webpagetest.org drops all traffic

setDnsName c.go-mpulse.net blackhole.webpagetest.org

navigate our-customer.com

our-customer.com

Test Location Dulles, VA USA (IE 8-11,Chrome, Firefox, Android,i0S) | Selectfrom Map |

START TEST

Browser

Advanced Settings ¥

Test Settings

Simulate failure of specified domains. This is done by re-routing all requests for the domains to
blackhole webpagetest.org which will silently drop all requests.

Hosts to fail (one host per ling)...

c.go-mpulse net




WEBPAGETEST SPOF

No issues with blocking our CDN c.go-mpulse.net

HOME TESTRESULT TEST HISTORY FORUMS DOCUMENTATION

Tested From: Dulles, VA - IE 11 - Cable

1: Original
(Edit)

Export filmstrip as an image....
Thumbnail Size Thumbnail interval Comparison End Point
B siow Motion
® small ® 01sec © visually Complete
® pedium O 05sec @ LastChange
o Large ® 1sec @® Document Complete

Advanced customization options... ® 5sec ® Fully Loaded

Waterfall Opacity (adjust sliders to adjust the transparency of the given waterfall):

Original _I_ SPOF

http s/ . s0asta.con 0.2 0.4 0.8

1. www_soasta.com - / i I me

2. www.s0asta.com - main.cas = 208 ms

3. www.soasta.com, . .asta-logo_thumb. jpg 168 ms

4. www.soasta.com - cloudtest-icn.png — 2B s

. www.soasta.com - mpulse-icn.png — ZBE s

6. www.s0asta.com - touchtest-icn.png — ZALP mas

7. www.soasta.com - main.js = 235 ms

8. win.septbeaconn-—dbcatkogsong 283 BZ m=

9. WEstsoéstaaconn .-npppgechanterisl. jpg 345 ms 1431 ms
10. www.s0asta.com - deoptechashzpng 1282Fsms

11. www.soasta.con.-.Erbabrebatlaihd. jpg 138 ms 1140 m=
12. www.soasta.com - front-cta-3.png pilo=l




Let's try to do SPOF on our local machine as well



BROWSER DEV TOOLS
WATERFALL

€ Developer Tools - http://www soasta.col
Elements | Metwork | Sources Timeline Profiles Resources Au
® 0 W YT Vew

O Hide data URLs (@) XHR JS €SS Img Media Font Doc WS Other

I 20000 ms 40000 ms 60000 ms 80000 ms 100000 ms. 120000 ms 140000 ms. 160000 ms 180000 ms. 200000 ms 220000 ms. 240000 ms 260000 ms: 280000 ms 300000 ms 320000ms. 340000 ms 360000 ms. 380000 ms 400000ms  420000ms  440000ms  460000ms 480000 ms 500000 ms 520000 ms

Console  EditThisCookie

O Preserve log @ Disable cache | No throttling v

Hame Status Size Time

e Methad . Domain Type Inftiator -~ . Timeline - Start Time s o s a
wrvrwsoastad 200 147K8 63ms B
E soasiacom GET o www.soasta.com document Other ciml P 1
topFramejs - 200 oo e et . require-configjs:2 . - s
piacpoplcdbaefinamjohnefikjilc/content/require oK pracipop cabasTinsmjehneToiic o Seript {from cacne) 1ms
Clipperjs - 200 eenetet e y require-configs2 . - ms
piacipoplcdbaefihamjohnefoikjilc/content oK B e = o Script (rom eacne) 1ms
ContentPreviewjs . 200 otenedbaet ek . require-configs2 . - s
piacipoplcdbaefihamjohnefoikjilc/cortent oK plecpapedkeTnamehneLlc o Script (e eaens) 1ms
Coordinatorjs . 200 ocponcdbsstnamiehnetoik . require-config s = - Bms
piocipoplcdbaefihamjonnerikiic/content oK plecpapedasTnamehnetiic o Script e s 25ms
GlobalUtilsjs e 200 o beebaa e et . require-configis2 . § Bms
ioclpeplcdbaefihamjehnefbikjilc xhr (from cache)
piocipopicdbasfinamjohnefoikjiicss oK plocpep v ¢ Seript ! ! 23ms
CustomTooltipEligibiltys . 200 ot e et y require-confiis2 . § ams
jacipepicdbaefinamichnefsikjic xhr rom cache)
pio j ic/content/toaltip: oK plecken B ¢ Seript 21ms
maincss 200 indexi10 284KE 118ms
Jdist/styles GET oK nnisoasta.com stylesheet Parser 1188 38ms 1
query.minjs?ver=43 - 200 . . - indexi11 283Ke soms g
s googleapis.com/ajax/libs/iquery/214 oK AmerErERs SE Parser 8248 82ms
trackis 200 index;68 17K 139ms
cdn.captora.com/js GET oK an.captora.com serpt Parser 16.2KB 103ms 1
soasta-logo_thumbjpg . 200 . indexi73 173Ke soms g
fwp-content/uploads/2015/05 OK insgasz.com et Parser 17.2KB 49ms
mainjs . 200 . . index;o13 13k sm
dist/scripts oK seastacem e Parser 56.2KB 33ms
D checkSimSearchjs . 200 o emebaa e etk . require-configis2 . § 2ms |
iacipepicdbaefinamichnetaikjic xhr rom cache)
piocipopicdbaefihamjohnefbikjilc/cortent/require oK s 2 3 Seript ams
pagevisiblejs . 200 oot o ohmetate . require-configs2 . § 2ms |
jacipepicdbaefinamiohnefoikjic xhr (from cache)
piocipopledbaefihamjohnefbijilc/content/require oK plecken B o Seript ! 2ms
mpulse-icn.png . 200 . indexi35 38K oms
fwp-content/uploads/2015/05 oK soasizcom e Parser 32K8 40ms
Pageinfojs - 200 oo e et . require-configs2 . - sms |
piaclpoplcdbasfinamjohnefbikjilc/content oK pracipop cabasTinsmjehneToiic o Seript {from cacne) Sms

97 requests | 19MB d | Finish: 9.055 | DOMContentloaded: 850 ms | Load:2.17s




TOOL #7/

/etc/hosts

e Great for quickly redirecting traffic to your local machine

e Or for sending traffic to a blackhole

On Windows:
C:\windows\system32\drivers\etc\hosts



[ETC/HOSTS

blackhole.webpagetest.org == 72.66.115.13

72.66.115.13 apis.google.com

72.66.115.13 www.google-analytics.com
72.66.115.13 c.go-mpulse.net




TOOL #8
FIDDLER

¢

~or monitoring all traffic from desktop or mobile devices

-or injecting different content into live sites

~or artifically delaying traffic



FIDDLER

PR B 2 S S e <

4 Fiddler Web Debugger
File Ecit Rules Tools View Help GET /book [ GeoEdge

() 43 Replay X~ b Go |4 Stream [ Decode | Keep: 10000 sessions ~ &5 Any Process @3 Find [l Save | B8] (9) @ Browse ~ < Clear Cache [T TextWizard | (5 Tearoff | MSDN Search.. @ @ Online X
s Result  Protoccl Host  LRL Body Caching Conten... Process  Comments Custom rtqut  h.pg tedone  rtster ~ || () Statistics | 1k Inspectors | # AutoResponder |57 Composer [ Jgy Fiddlersaript | ] Log | [ Filters | = Timeline
< HTTP chrome. ’7 Help
56 w0 HTTP 7 max-oge=f04... textfess  chrome... No ol null nul

&7 [, 7 b, maxcoge. . appica...  chrome. . o ol l ol Enable automaticresponses (7] Unmatched requestspassthrough  [] Enable Latency
s 00 HTTP 0 chrome. No rull null nul

Els 00 HTTP 8 max-age=6048... Imagefi... chrome... No rull null nul

o W0 HTTR 4 applica...  chrome. .. No rull rull null If request matches... then respond with. .
ge W0 HITP 4 max-age=5045... appica... chrome... Mo nul il il e e =delay: 30000
&1z W0 HTP 5 max-age=6045.. magel... . Mo null nul nul

i3 W0 HTP S max-age=604... Mo null nul nul

T W0 HTTPS 6 public, max-age... No nul il il

15 W0 HTP 3 max-age=604... Mo null nul nul

Elis W0 HTP 7 max-age=604... Mo null nul nul

&z W0 HTP 5 Mo null nul nul

Els W0 HTP 7 Mo null nul nul

Elw W0 HTP s Mo null nul nul

El2 W0 HTP 1 max-age Mo null nul nul

21 200 HTTP 2 max-age=6043... No rull null nul

B2 W0 HITP 1 Mo nul il il

ppE) 00 HTTP 2 public, max-age... Mo rul rul rul

&2 00 HTTP 1 max-age=6045... No rull null nul

[ZEl2s 00 HTTP 7 max-age=6043... No rull null ol |2

2 00 HITR & max-age=604... Mo rul il nul |

2z 200 HTTP 8 max-3ge=6048... No rull null nul

1 - TR 1 Mo null nul nul

B» 00 HITR 4 public, max-age... applica... Mo rul rul rul

Elao W HTTR 8 textjplain  chrome... Na rul null nul

e 00 HTTR 1 max-age=15 applica...  chrome... Mo rull null null

&2 00 HTTR 7 applica... Mo rull null null

&3 00 HTTR 5 applica... Mo rull null null

[El 34 00 HTTR 8 text/plain  chrome... No rull null nul

s 00 HTTR 6 public, max-age... textfia... Mo rull null null

F W0 HTTR 8 public, max-age... applica... Mo rull rull rull

[Elsr 00 HTTRP 6 text/plain  chrome... No rull null nul

[El3s 00 HTTRP a text/plain  chrome... No rull null nul

E3s 00 HTTP 1 max-age=6045... ... chrome... No rull null null

4 00 HTTP 8 max-age=6043... No rull null null

1 00 HTTP 9 max-age No rull null null

42 00 HTTP 4 max-age No rull null null

[F<E5 00 HTTP 0 max-age=6048... No rull null null

[F<E 00 HTTP 1 max-age=6048... No rull null null

es{45 200 HTTP 5 max-age=3153... No null null null

[FE3 00 HTTP 2 max-age=6048... No rull null null

Ea7 00 HTTP 1 max-age=6048... No rull null nl |

Elas 00 HTTP max-age No rull null nul

<Y 00 HTTP 6 max-age No rull null nul

Eso 00 HTTP 0 max-age=6048... No rull null nul

Els1 00 HTTP 8 max-age=6048... No rull null nul

Els2 00 HTTP 5 max-age=6048... No rull null nul

Es 00 HTTP 4 public No rull rull null

E]s4 00 HITP 5 No rull null nul

Hss 00 HTTP 2 max-age=8640.. No rull rull null

Elss 00 HTTP 0 No rull null nul

Els7 00 HTTP 7 No rull null nul

[FES 00 HTTP 3 No rull null nul

[F <EE] 00 HTTP 0 No null ull null

[Eleo 00 HTTP 4 No null ull null

[x]61 02 HTTP 7 No nul nul nul

ka2 200 HTTP 1 No nul null null Rule Editor

Elez 200 HTTP 2 max-age=6043... No rul null nul regex:. \.go-mpulse\, met/. = save
[Els4 200 HTTP 5 no-cache, no-st... No il il il T

‘ ‘é » “delay: 30000 - Match only once




FIDDLER SPOF

(4} statistics | i Inspectors | 7 AutoResponder | & Composer | i35 FiddierSeript | [E] Log | [] Filters | = Timeline

Help

Fiddler can return previously generated responses instead of using the network.

Enable automaticresponses Unmatched requests passthrough  [7] Enable Latency

[ Add Rule ] [ Import... ]

If request matches. .. then respond with. ..

regex:. *\.go-mpulse.net/.* *delay: 30000



FIDDLER SPOF

Q Elements | Network| Sources Timeline Profiles Resources Audits Console EditThisCookie = - =

® O v == [ Preserve log [ Disable cache
[Fitter | m XHR Script Style Images Media Fomts Documents WebSockets Other  OHide data URLs
Name Method Status Domain Type Initiator Size Time Timeline aons so0s so0s ooos B
o GET 200 - e text/ntml Other 65KB 12ms W =
[ GET 200 — g application/x-java.. | (index:133 53KB eams 1
- GET 200 g e text/css index):195 18.7KB 36ms 1
e GET 200 e application/xjava.. | (index:237 140KB stms |
- GET 200 P text/javascript index):248 519kB 77ms
- = - GET 200 e application/xjava.. | (index):254 202KB ams
s GET 200 application/octet-... (index435 358K8 a9ms |
o GET 200 text/javascript index):191 16.0K8 sems 1
gy vl ) ke N e e GET 200 text/javascript Bootstrap,si1§ 15KB 32ms 1
——— GET 200 e application/octet-... | (index:440 (from cache) 2ms
g GET 200 P image/git query-111 0 minjs? 77KB 29ms
o - GET 200 e text/css {indexi 12.0kB 143ms ]
o g ot GET 200 ol g application/x-java.. homemodis1 219KB 126ms |
e R T e o GET 200 -~ application/xjava.. | Boetstrap/s:20 25.7K8 79ms ]
O e ot G GET 200 - pplication/xjava.. Bootstrapjs:18 6058 70ms |
e GET 200 — g application/x-java.. | Bootstrapjs:18 5728 6ams ]
s . e e St GET 200 - application/xjava.. Bootstrapjs:18 10KB 74ms ]
B e GET 200 T application/xjava.. | Bootstrap/s:18 8498 70ms ]
. T T A e T . GET 200 P application/xjava... Bootstrapjs:18 16KB 68ms |
- GET 200 e application/xjava.. | homemodjs1 18KB 31ms 1
s S— GET 200 B = o textjavascript gptiss? 24KB 33ms 1
- GET 200 o oy e e text/ntml aptiss? 22¢8 33ms 1
- GET 200 e TR application/octet-.. homemodis1 22.8KB 34ms 1
e o o - GET 200 — g application/xjava.. | Bootstrap/s:18 274KB 77ms 1]
Sy e - GET 200 P e text/html home.med;s: 22¢B s0ms 1l
-~ GET 200 e image/png [indexi 7238 46ms []
- e T R GET 200 - applicationfson  home.mod.is: 4048 76ms 1
—— GET 200 S application/octet-... | homemodjs:1 (from cache) 3ms |
] GeT 200 B e image/png homemodis1 6378 31ms 1 -
Ty GET 200 e text/css home.med.s:1 L8KB 27ms 1 I nte ntl on a I
- GET 200 g e text/css home.med.s:1 2AKB A1ms 1
o GET 200 e tent/ess homemodis:1 21KB 30ms 1 D I
GET 200 o g text/iml homemedjs 238 37ms 1 e a !
GET 200 R image/git 6678 137ms |
GET 302 e image/gif 5698 514ms LI
- - o GET 200 > suca S appli fjavasc... 008e59€201d707dc5e.. 165K8 10085 I
R o B b e N R ) P P i B P e e, GET 200 e image/g findexi 7038 131ms T
- GET 200 e text/css home.mod.s1 43KB 27ms 1
o A A GET 200 application/xjava.. homemodjs: 41KB 28ms 1
e GET 200 - tetyjavascript gptisas 338KB 120ms 1
- GET 200 image/ieg findexil 629KB oms |
v - - GET 200 e T imagefjpeg 25.9KB 85ms 1
- GET 200 g image/git 35KB 45ms 1
e GET 200 T e gy, image/jpeg 224K8 68ms 1
LA W e GET 200 B e e imagefjpeg 28.2KB 68ms 1
R GET 200 P — image/joeg 555KB 163ms |
B L e GET 200 P image/git hitpy//googleads g doublediick.ne.. 3768 S7ms 1
] GET 200 e image/png homemedis1 7518 30ms 1
] GET 200 gl g o image/png homemodis1 104KB 39ms q .

é&):ﬁu:sts | 1.5MB transfemred | Finish: 11.33s | DOMContentLoaded: 604ms | Load: 1.915



SCENARIO #1

Conclusion:

e Able to reproduce the issue on WebPageTest that day, but
not later

e Saw periods of no CPU activity
e Saw periods of no TCP activity

e Boomerang had already reached the network interface,
so something else was blocking it on the box

e Customer had multiple tag managers



SCENARIO #1

Conclusion:

e \We ran SPOF checks with WebPageTest, /etc/hosts,
and Fiddler

e Via WPT and Fiddler SPOF, we show our script is non-
blocking



SCENARIO #2
PRE-RENDER SHENANIGANS



Customer:

"I'm seeing pages that should match showing up in No
Page Group again”

e You can define rules in mPulse for URLS to be matched to

a Page Group dimension

e Customer was seeing a high number of hits to a (No
Page Group) category that should have matched a URL



PAGE GROUPS

@ Configure Web App [
| General Beacons Page Groups Metrics Timers Dimensicns |
Definition Method Parameter1 Parameter2 Subresource —
1 URL Regular Expr ¥ Pattern: | fview/ Page Group: | Map View O x
2 URL Regular Expr ¥ Pattern: | /map/a-z0-2-]+/% Page Group: | Map Info )] x
3 URL Regular Expr ¥ Pattern: | /category/ Page Group: | Categories O x
4 URL Regular Expr ¥ Pattern: | /states/ Page Group: | States )] x
3 URL Regular Expr ¥ Pattern: | /countries/ Page Group: | Countries ] x
L URL Regular Expr ¥ Pattern: | /maps/ Page Group: | Maps )] x
T URL Regular Expr ¥ Pattern: | /date/ Page Group: | Date ] x
a URL Regular Expr ¥ Pattern: | “http:/virtualglobetrotting.com/'S Page Group: | Home )] x
b URL Regular Expr ¥ Pattern: | forums/ Page Group: | Forums ] x
10 URL Regular Expr ¥ Pattern: | /search/ Page Group: | Search O x
11 URL Regular Expr ¥ Pattern: | fapi/ Page Group: | AP [+ x
12 URL Regular Expr ¥ Pattern: | cbk0.googleapis.com Page Group: | Google Map APls x
13 URL Regular Expr ¥ Pattern: | capture trackjs.com Page Group: | TrackJs APls [+ x
14 URL Regular Expr ¥ Pattern: | maps.googleapis.com Page Group: | Google Map APls x -
Enter Test URL: Test Result: | | @




TOOL #9
RUM

e Real User Monitoring (RUM) tools
e Real world data

e ook at data in aggregate



DISCLAIMER

We obviously work for SOASTA, and mPulse is our RUM product



RUM
AGGREGATE DATA

RUM lets you view your real-world customer data from an
aggregate level

Metrics By Dimension




RUM

What are the most common causes of (No Page Group)?
IOS Mobile Safari sticks out:

Top 5 Browsers Top 5 Operating Systems

@ Mobile Safari 165,858 (53%) o 03 188,661 (B4%)
@ Chrome Mobile 85 402 (33%) O Android OS5 90,436  (35%)
@ Chrome 3786 (1%) @ Mac O3 X 738 (0.28%)

@ Chrome Mobile iDS 3,018 (1%) @ Windows 430 (D.16%)



RUM WATERFALLS

RUM Waterfalls let you look at real-world individual page

loads

Tour

BB |chat @ | Engish T

Between 2015-8-19 4:00 AM and 2015-8-19 5:00 AM ¥ Page View ¥ All Countries ¥ All Regions v  All Browser Families v  AllBrowsers ¥ AllOS Families ¥ AllOS¥ Al Device Types v All Device Manufacturers v All Device Models v
All Connection Types ¥  AllISPs v All A/B Tests ¥ (No Page Group) ¥  Beacon Session ID v v All Environments v All Build Numbers v All JVMs v
Beacons 1 - 68 Beacon Details
) am - /1 5 5:56 am (EDT) Performance | Page Construction
|  Tmestamp 4 SessonlD | Backend | Fromtend Pageload|| pate/Time 08/19/15 05.05:37.649 am (EDT) User Agent Chrome Mobilei44 Country United Staies
0819M50500am | AS3FEBC4 282s 3728 |2/ session D 5482136D-6C7...61A6-NTBLDW os Android OS/5 Region Colorado
| oentorrsos00am | assresce s soes (WM — p— = -
08/19/150500am  3DBSCOEZ | S50ms  386s 421
Page Group Connection Type Cellular
0E/19/1505.00am | ESFCETSF 451s 454
Session Page # 16 1SP/Cartier Verizon Wireless
08/19/5 05:03 am 6DDB3418 740 ms 153s
08119150503 am | OF720049 12s 13s Referrer ThiS URL Should have
0B/19/1505.05am | BBA4EDO3 334s | 345s Lz a‘a
08/19/1505:05am  5AB2136D 3608 423s R l | matched a Page roup
08/19/15 05:06 am SS6E6DOB 907 s 953s Ful User Agent Mogzilla/5.0 (Linux; Android 5.0.2; HTCE500LVW BuildiLRX22G ) AppleWebKit/537 36 (KHTML, like Gecko) Chrome/44.0.2403.133 Mobile Safarni/537.36
08/19/15 05:08 am 85683845 570ms 186s 243s Beacon Waterfall
0B/19/1505.09am | BETEFBD1 s
I URL 1s 2s 3s 4s
[ oenorsost3am | croCEDOF | 7Ioms  sdes "
0EM9/E 05 15 am | 74C4DBEE 138 128 ]
08/19/15 05:15am | 4BDEO3AF oms 697s 6975 I—
08/19/15 05:16 am 82012E5F 150ms 350s 3658 -
0B/19/1505:17 am | AQFBSABE aOms  33s  338s =
| osrtersos19am | aranscs2 1755 38s  s6is | B
| oemorsosaiam | 178278cE | 100ms  asts  zs0s |
08/19/15 05:21 am BAOFDECC 6365 4165 10s
08/19/15 0523 am AE18BE6B Oms 17s 17s
08197150523 am | BI7BFAI2 ams  424s | -
0BMO/S0524am | F29AS5TF | 170ms  408s  425s
0BMO/S0524am | A4224C5A | S60ms  382s  43Ts =
08/19/15 05:24 am CEDATEEE 610ms 9245 986s -
081915 0506am | TAGB9E3S | 180ms  327s  345s |
| cerems0s27am | s2s0028 4855 36Ds L
| oertorts 0529am | sp2s00a 310ms
08/19/5 05:29 am C751B810 108s 120s .
08/19/15 05:30 am 48386853 640ms 6465 710s .
0819150533 am | 2CSIDTA4 | 410ms | 241s | 282s |
| cerersossaam | ospearms | 140ms 2045 | L
| osrtersos34am | sesomron T17ms | u =
08/19/15 05:34 am F1617001 1628 1s 13s .
08/19/15 05:34 am F57F8812 410s -
0B/19/1505:35 am | GTB9SCES 336 | ]
| osrtors 0538.am | sssorece s |
0E/19/150537am | 53A1085D 117s  166s  283s




STEP #1
REPRODUCE THE ISSUE

e From RUM data, the issue was most common on the
home page from 10S devices.

e Time to reproduce the issue on an iPad!



FIDDLER

One great use of Fiddler is to monitor external browser
traffic without having Browser Dev Tools open (including
mobile traffic!)

.
& Fiddler Web Debugger [E=EEE

ile Rules Tools View Help GET /book GeoEdge
() *4 Replay X~ b Go ‘ Stream 5 Decode Keep: 10000 sessions = ¢F3 Any Process 3% Find Save | i8] @ & Browse ~ @ Clear Cache T TextWizard | [ Tearoff  MSDN Search.. @ @ Online X
# Result  Protocol Body Caching Conten... Process Comments  Custom J§ h.pg @ Statistics | T i Inspectors @ Composer
P8 1745 HTTP 3aflle2c.mpstatus  f chrome... %I FiddlerScript [E] Log
i 1814 204 HTIP 36f11e2c.mpstat.us [ 0 no-cache chrome... Map Info Use Filters Mote: Filters on this page are a simple subsetof the filtering =
i 1843 204 HTTP 3af10ff3.mpstat.us | 0 no-cache chrome... Countries Fiddlerscript offers (clickRules > Customize Rules).
i 1389 204 HTTP 36flle2c.mpstatus 0 no-cache chrome... Maps Hosts
i 1927 204 HTTP 3af11le2c.mpstatus 0 no-cache chrome... Maps [_ Mo Zone Filter - v]
i 1938 204 HTTP 36f10ff3.mpstat.us 0 no-cache chrome... Categories
i 1345 04 HTTP 36f11e2c.mpstatus [ 0 no-cache chrome. .. Categories [Show only the following Hosts ']
£ 1993 204 36flle2cmpstatus  /*h.. 0 no-cache chrome.... Categories rum-dev.soasta.com; rum-dev-collector.soasta.com; *.mpstat.com; *.mpstat.us; *.go- -
i 2032 204 HTIP 36f11e2c.mpstatus | 0 no-tache chrome... States mpulse.net;
i 2075 204 HTTP 3af11le2c.mpstatus 0 no-cache chrome... States =
i 23393 204 HTTP 36f1le2c.mpstatus | 0 no-cache chrome... Forums DO m a i n F i Iters -
i 2470 204 HTTP 3af11le2c.mpstatus 0 no-cache chrome... Home Client Process
Custo colu ns || Show only traffic from | =
Beacons Show only Internet Explorer traffic Hide traffic from Service Host
Request Headers
Show only if URL contains |favicon |
Hide if URL cantains | |
Flag requests with headers| |
Delete request headers | |
Set request header | | | |
Breakpoints
. = 5 Break request on POST Break request on GET with query string
Break onXMLHttpRequest
R —— bt e | | i

= All Processes 1/12 http: f{36f11e2c. mpstat.usf




At this point, we sat with an iPad, reloading the home page
hundreds of times to try to get a repro...



And tried...



And tried...



... an hour later, after trying many ways of loading the home
page, we finally got a hit!



THE REPRO

It just so happens | was typing www.customer.com in the
address bar, but got a phone call, so didn't hit Go yet

Saw a beacon go through without a Page Group attached,
but clearly for the customer's home page

Ran the same scenario again, same result. Repro!

Mobile Safari was pre-rendering the page | was typing
into the address bar




STEP #2
DIVE DEEPER

Now that we had a repro, we were able to narrow down the
issue to a bug in Boomerang that didn't deal with pre-
render state transitions properly.

The fix was pretty straightforward, but we needed to test it.



FIX VALIDATION

Fiddler allows you to inject your own content in place other
live content on any host

We injected our fixed version into the customer' site, and
validated that it worked

% FiddlerScript | B Log I Filters I “— Timeline

(D) statistcs | L Inspectors # AutoResponder “# Composer

Fiddler can return previously generated responses instead of using the network. Help

Enable automaticresponses Unmatched requests passthrough Enable Latency

[ Add Rule ][ Import... ]

If request matches. .. then respond with...

regex:. =\ go-mpulse\.net/.*

delay: 30000
EXACT :http: /fwww. customer . co C:\temp\boomerang-customer-build.js




SCENARIO #2

Conclusion:

e \We used RUM to narrow down the problem

e \We used RUM waterfalls to validate the problem happens
in real-world data

e \We used tools like Fiddler help reproduce the issue

e We used tools like Fiddler to help validate the fix



SCENARIO #3

Stop messing with my readyState



SCENARIO #3

e We were loading www.customer.com and found that
Boomerang wasn't reliably sending a Page Load beacon

e Boomerang should run on window.onload and fire a
beacon, but this wasn't happening



STEP #1
REPRODUCE THE ISSUE

o After injecting a debug version of Boomerang (via Fiddler)
onto the customer's site, we found some interesting
logging statements

e For example, document.readyState == "loading"
even though window.onload had fired

e window.pageshow was firing before window.onload --
window.onload should be first



STEP #2
DIVE DEEPER

Our guess was that there was a script running on our
customer's site that was messing with some of the
document loading states, but had to prove it

One way is to fetch, unminify and analyze all of the site's
JavaScript, but there are a couple easier ways if you want to
use the Browser Dev Tools to work for you



TOOL #9
TAMPERMONKEY

e "Userscript" manager for Chrome, Opera and Android

e Allows you to inject your own code in other sites without a
Proxy



We started out with a guess that something was changing
window.onload Or document.readyState



EASY WAY TO SEE

One way of modifying pre-existing DOM properties is via
Object.defineProperty

Inject this in the page to find anyone using it:

Object.defineProperty = function(obj, prop, descriptor) {

debugger;
}i




Break on Object.defineProperty

by Mic Jansma

EE\ Updats URL |

‘ Auto-Indent all |

| Search || Feplace || Jump to line H Insert constructor

ff ==Userscript==

2 // @name Break on Object.defineProperty
3| // @namespace http://nicj.net

4 jy @version 8.1

5| ff @description Enters the debugger

& J/ @author Nic Jansma

7/ @match https://=/=

B /S @grant none
9|/ ==fUserScript==
B

11 Object.defineProperty = function(obj, prop, descriptor) {
12 debugger;
13| };




HIT!

this.overrideBrowserFunctions = function() {
if ('E) {
()
aal);
try {

Dbject.defindProperty(window, "onload”, {

set: function(a) {
window.addEventlistener ¥ "9 & = « AddEventListenerHandler("load", a) :
H

1)
} catch (a) {
f("Unable to override window.onload:

"

, #.message)

}



Chrome/IE/FF pretty-print (unminify) is the greatest thing

| ® ® ® Developer Tools - file:///Users/nicjansma/sre:
Q [] Elements Metwork | Sources | Timeline Profiles Resources Audits Console E
Sources | Content scripts 5Snippets (4 index.htm! reveal.min.js =
> (2 (no domain) 1wt
Tl::lfiIE'H 2| %= reveal.js 2.6.1 (2813-12-@2, 12:
) 3| = http://lab.hakim.se/reveal-js
¥ [ Users/nicjansma/src/talks/forensic-tools-for-in 4| = MIT licensed
» C5S 5 *
I:I_ 6| = Copyright (C) 20813 Hakim El Hatt
v(js 7| %/
_i reveal.min.js 8| var Reveal=function()}{"use strict™;
- 9| return"undefined" !=typeof b?d?d[b]:
»(lib
» " plugin

= index.html

> O F cleanis.com {} JLine 1, Column 1




Chrome/IE/FF pretty-print (unminify) is the greatest thing

& ®® Developer Tools - filex///Users/nicjansma/src/talks/forensic-tools-for-in-depth-perforr
Q [ Elements MNetwork | Sources | Timeline Profiles Resources Audits Console EditThisCookie HTTPS Everywhere
Sources | Content scripts Snippets 4] index.html reveal.min.js reveal.min.js:formatted =
» () (no domain) 8 var Reveal = function({) {
¥ () file: 9 "use strict”;
© 1" N ) ) 18 function afa) {
¥ [ Users/nicjansma/src/talks /forensic-tools-for-in 11 if (bl),
> Jcss 12 lec.transforms2d && !ec.transforms3d)
. 13 return document.body.setAttribute("class", "no-transforms")
v(js 14 void @;
(3] reveal.min.js 15 window.addEventListener{"Load", A, !1);
031 16 var d = Reveal.getQueryHashi);
> lib 17 "undefined" != typeof d.dependencies && delete d.dependencies,
> plugin 18 k(_b, a),
) 3 - T 1
2| index.html _19
) Line 1, Calumn 1
_» (0 fonts.aooaleanis.com




We also a similar change of document.readyState

Object.defineProperty (
document,
"readyState",

{
get:
function()

{

return document.someOtherReadyState;

}
})i




SCENARIO #3

Conclusion:

e Changes to window.onload and
document .readyState were intentional by another

third-party script for FEO optimization

e \We worked with that third-party to ensure our
performance instrumentation wouldn't be affected



SCENARIO #4

Premature optimization is the root of all good intentions



SCENARIO #4

e Our mPulse beacons are protected against CSRF by a
token and timestamp that gets sent with each beacon

e The CSRF token times out after 5 minutes

e A new token/timestamp is fetched from our servers every
5 minutes to ensure long-running apps can continue to
send beacons



SCENARIO #4

e \We were finding that there was an increasing occurence
of the timestamp being "too old" -- that the CSRF
timestamp on beacons were over 5 minutes old

e These beacons get dropped, but we needed to figure out
why



STEP #1
REPRODUCE THE ISSUE

e Every beacon that gets sent to mPulse is permanently
persisted (stripped of Pll), so we can easily go back and
investigate the raw data

e Every dropped beacon is logged along with why it was
dropped

e These dropped beacons don't hit our reporting
infrastructure, but we still want to be able to look for

trends among the dropped beacons



TOOL #10: NODEJS

e

e Great for writing throw-away analysis scripts
e JavaScript lets you quickly iterate

e Tons of NPM modules for command-line use



NODE|S

We use NodeJS for many things at SOASTA:

e boomerang.js build, deployment and testing
(Grunt/Jenkins)

e |nfrastructure tools

e Raw data analysis



NODE|S

Useful Node)S NPM modules for command-line scripts:

jetty: ANSI control sequences

fast-stats: Statistical analysis of numeric datasets
cli-table: Tables for the command-line
commander: Command-line argument parsing

line-by-1line: Reads large files without buffering into
memory



STEP #2

DIVE DEEPER

We fetched gigabytes of dropped-beacon log files, and
started doing some statistical analysis on the causes



DROPPED-BEACON
BREAKDOWN

We can break down the dropped-beacons data by
dimensions to help guide us towards finding a repro:

e By browser

e By OS

e By beacon type
e By URL



DROPPED-BEACON
BREAKDOWN

NodeJS cli-table output. By browser:

| | | |
| URL | Count | 2 |
| | |

| | |

| IE/7.0 | 1559 | 66.65

| | |

]
|
I
]
| | | |
| IE/9.0 | 293 | 12.53 |
| | | =
I
]
|

| I |
| safari/5.1.9 | 283 | 12.10
| | |




DROPPED-BEACON
BREAKDOWN

NodeJS cli-table output. By beacon type:

| I | |
| URL | Count | ¢ |
| | | ]
| | | |
| xhr | 2222 | 95.00 I
I i I I
| navigation | 37 | 1.58 |
I I I |
| ... | 7 | 0.30 I
| | | :

I

]

| | |
| Total | 2339 | 100
| | |




DROPPED-BEACON
BREAKDOWN

NodeJS cli-table output. By URL:

| | I |
| URL | Count | % |
l | | |

| | | 1
| http://www.customer.com/api/foo | 2187 | 93.50 |
| | | |

| ] |
| http://www.customer.com/anotherurl | 9 | 0.38 |
| | | |




THE REPRO

e From our raw data, the "too old" beacons were mostly
caused by IE 7 and IE 9, from XHRs to the customer's
/api/foo endpoint



TOOL #11
VIRTUALIZATION

e VirtualBox, VMWare, Parallels, etc
o All great ways to test older browsers
e modern.ie has VMs for IE6, 7, 8,9, 10, 11 and Edge


http://modern.ie/

THE REPRO

We sat our VirtualBox IE 9 browser on www.customer .com
for a while, watching XHRs and beacons flow past



Both IE 9 Developer Tools and Fiddler showed something

1546

i 1539

200

200

13333333

3333333333333

HTTP

=

HTTP

3333333373

THE REPRO

c.go-mpulse.net
36f1f08e. mpstat.us
36f1le2c.mpstat.us
36f1le2c.mpstat.us
36f11e2c.mpstat.us
R
36f11e2c.mpsta...
c.go-mpulse.net

« A g
36flle2c.mpsta...
-
36f11le2cmpsta...
c.go-mpulse.net
c.go-mpulse.net
c.go-mpulse.net
c.go-mpulse.net
c.go-mpulse.net
36f11e2c.mpsta...
c.go-mpulse.net
c.go-mpulse.net
—
36f11e2c.mpsta...
c.go-mpulse.net
C.go-mpulse.net
C.go-mpulse.net
c.go-mpulse.net
C.go-mpulse.net
c.go-mpulse.net
c.go-mpulse.net
c.go-mpulse.net
c.go-mpulse.net

interesting:

fboomerang/config.js?key= Seon s B 0w e
Fh.keyseion. war 9 o S S AP W S -
Fhkey=vlion waf = o S omo AP W S .
FPh.key=vlion waf " o S swae AP seaags -
[Ph.keyvilion. il " o S oW AP Seaaph -

™ g
f7h.hey=wioa . o m o0 R e S S
/boomerangfconfig.js?key: r

™ -

Jth key=- ssaa. o o f s prams AP RERR P s
™ g -

B R P e
[7h.key= Wcas o = 0 W e S
/boomerangfconfig.js?key= r
fboomerang/config.js?key=
/boomerangfconfig.js?key=
/boomerang/config.jstkey=
{boomerang f config.js s - AR ot = ol - e
™ g -

[thkey: Woks w5 oF “ m..

jboomeranagfconfig.js?key=
/boomerang | config.js?key:
B i
[7h.key=
/boomerang/conng. s key:
jboomerangfconfig.jskey-
jboomerangfconfig.jskey-
/boomeranagfconfig.js?key-
/boomeranagfconfig.js?key
/boomerangfconfig.js?key:
/boomerangfconfig.js?key-
/boomerangfconfig.jstkey-
/boomerangfconfig.jstkey:

3,020 private, max-...

0
0
0
0

85 max-age=0, no...

1]
5 max-age=0, no...

1]

85 max-age=0, no...
746 private, max-ag...

o

161 private, max-ag...
162 private, max-ag...
151 private, max-ag...
160 private, max-ag...
162 private, max-...

85 max-age=0, no...

/]

161 private, max-ag...
162 private, max-...
85 max-age=0, no...

0

161 private, max-ag...
161 private, max-ag...
161 private, max-ag...
161 private, max-ag...
161 private, max-ag...
162 private, max-ag...
151 private, max-ag...
161 private, max-ag...
162 private, max-ag...

applic...

textf...

applica...
text/x...

texth...
text/ht...

applica...
applica...
applica...
applica...
applic...
texth...

applica...

applic...
text/x...

applica...
applica...
applica...
applica...
applica...
applica...
applica...
applica...
applica...

virtual...
virtualb...
virtualb...
virtualb...
virtualb...
virtualb...

virtual...
virtualb...
virtualb...
virtual...
virtualb...
virtualb. ..
virtual...
virtualb...
virtualb...
virtualb...
virtualb...
virtual...
virtualb...
virtwal...
virtualb...
virtual...
virtualb...
virtual..
virtualb...
virtualb...
virtualb...
virtualb...
virtualb...
virtualb...
virtualb...
virtualb...
virtualb...



THE REPRO

IE 9 Developer Tools showing aborted requests to our
injected <javascript> that updates the token and

timestamp:

URL

http:/fc.go-mpulse.net/boomerangfconfig. jstkey=

= — o :

-l . GET 200 text fxmi
http:/f36f11e2c.mpstat.us/7h key =i war Mo 0 omae . , GET

i o g - GET A1) textxml

B T I L oo ST GET 200 text/html

ey Weay ey s T P Rl g GET ao image//gif
hittp:/f36f11e2c.mpetat.us/7h. ey =R - GET
http://c.go-mpulse.net/fboomerang config.jskey = e GET a0 application/javascript
http:/fc.go-mpulse . net/boomerangfconfig. js?key« 00w GET 200 application fjavascript
http:/fc.go-mpulse.netfboomerang config.jskey = 0w GET 200 applicationjavascript
http:/fc.go-mpulse.netfboomerang config.jskey = 0w GET 200 applicationjavascript
http:/fc.go-mpulse.net/boomerangfconfig. js?key =0 s GET 200 application javascript
S ap— GET 00 tectfxml

hittp: ff36F11e2c. mpstat.us 7h, key - S GET

http: fc.go-mpulse.netboomerang config. jskey s e GET 00 application fjavascript
http://c.go-mpulse.net/boomerang/config. jsPkey - 0w GET 200 application fjavascript
R - GET 200 textxml

[N p— GET i et fxml
http:/f36f11e2c, mpstat,us,7h, key - s o e o GET (Aborted)
http:/fc.go-mpulse.net/boomerangfconfig. js7key =m0 (Aborted)
http://c.go-mpulse.net/boomerang/config jstkey =10 0 w0 GET 200 applicationfjavascript
http://c.go-mpulse.net/boomerang/config jstkey =10 0 w0 GET a0 applicationffavascript
http: /fc.go-mpulse.net/boomerang/config.jstkey=r0 0 w0

http: ffc.go-mpulse.netfboomerang/fronfig.js?key=r 0w s L GET " Bpplication/javascript



SCENARIO #4

Conclusion:

e We had recently made a change in boomerang.js to
quickly remove the <javascript> node that was
fetching the updated CSRF token and timestamp

e |n some older browsers, this causes the network request
to abort

e \We were able to validate the fix (keeping the
<javascript> node around for a bit) via the same tools



SCENARIO #5

The many ways to send a beacon
... and the many ways to not send a beacon



SCENARIO #5

We send the boomerang.js beacon to mPulse via several
methods:

e |f the payload is small, we create a hidden IMG element
with a img. src containing the payload in the query string

e |f the payload is large (greater than 2083 bytes), we create
a hidden FORM element and call form.submit () on it




SCENARIO #5

Windows 10 and Edge had just been released, and a
customer reported that their site was hanging in Edge on
some pages, and that it no longer did when boomerang.js

was removed from their site

We had tested Windows 10 Techincal Preview (the previous
Edge build) thoroughly, but something in the final release
was causing problems



STEP #1
REPRODUCE THE ISSUE

Sure enough, loading customer.com would hang Edge for
up to 30 seconds.

Since the browser was hung, it was hard to use the Edge
debugger



STEP #2
DIVE DEEPER

Time to dive into system-level tracing!



TOOL #12
EVENT TRACING FOR WINDOWS

rv Microsoft® Windows® Performance Analyzer
' Version 10.0.10240.16334 (th1.150709-1700)

2 2015 Microsoft Corporation. All rights reserved.

e Event Tracing for Windows (ETW) is built into all versions
of Windows from XP onward

e Enables the OS and applications to efficiently generate
runtime tracing events

e xperf and the newer Windows Performance Analyzer
(WPA) are tools used to generate ETW traces and then
analyze them



ETW

Available tracing:

e CPU usage

e Disk usage

e Hard faults
e DPCs/ISRs

e TCP
e Sampled Profiling

e Custom app events (IE7/+,
Chrome)

e With stacks!




ETW - DOWNLOADING

Part of the Windows Performance Toolkit

ncluded in the Windows Assessment and Deployment Kit

-riendly interface via UIforETW:
github.com/google/UlforETW


https://www.microsoft.com/en-US/download/details.aspx?id=39982
https://github.com/google/UIforETW

ETW - USAGE

Simple trace of system evenst:

xperf.exe -on latency -stackwalk profile

xperf.exe -stop -d myscenario.etl



ETW - XPERFVIEW

1. Timeline of events = === — =

2. Filter processes

3. Graph selection

i
B B
Ussge e ]
|| ! Ly | ]
| T T Tt T
! ] 1
Timg
T B




XPERF - SUMMARY TABLES

r N
PS A” f th g ph b il CPU Scheduling Aggregate - C\xperfimyscenari...
O e ra S Ca n e File Columns View Trace Window Help
1 1 _ Line Process Mame Cpu Us;ge[ms] % Cpu Usage % =
interacted with - zoom, e froce T
M M 2 iexplore.exe 1,871.534 443 1405 =
popups, right-clicks 515 dwnee oot 6
4 # MsMpEng.exe 90.966 866 0.68
5 System 55612 623 042
6 F firefox.exe 45935 220 034
e Summary Tables show data | & fee )
° 8 conhost.exe 20,070 167 015
in tabular form - mre—— S
10 # iTunes.ee 19.353 272 D15
11 C5rss.exe 13.607 479 010
12 svchost.exe 12332912 0.09
13 UsbClientService.exe 10.158 225 0.08 II
14 & cmd.exe 9.684 121 0.07
15 newsLeecher.exe | §.095 789 0.07 X
i 1 | [
Total CPU Usage:  Mon-Idle/DPC/ISR: 18.77% Idle time: 80.93% DPC/ISR time: 0305
R B R ORBBrPErBEBrBODDDRDERDRRRDDBDBDNDSSSS—IS=SSS—mum—u——a




ETW - BROWSER EVENTS

Internet Explorer and Chrome both fire ETW events that you
can overlay in the charts and see in the tables

.
Jl Generic Events Summary Table - C\xperfimyscenario.etl - 4317288101 s - 5.426057993 5] - 1109669892 s - Windows... li.ﬂlizg_]

File Columns View Trace Window Help
Line Provider Mame Task Name . Time (s} Opcode.. Fieldl Field 2 Count Field 3
1 Microsoft-1E 186,559
2 Microsoft-IEFRAME 1,984
3 [F Microsoft-PerfTrack-IEFRAME 3
! | | 2]

4317 288 101 wircStart 771492432 2
6 5426957993 winStop 771492432 2
7 Microsoft-Windows-WinlNet

=

4 m |
i[atal Mumber of Unhandled Events - 193069




ETW - IE EVENTS

Microsoft-IE events:

e CMarkup_OnlLoadStatusDone
Page load is complete

e CDoc_OnPaint: Paints

e CDwnBindData_Bind:
Downloads

e + 100s more

Microsoft-lIEFRAME:

e Frame events for tabs,

navigations, history, extensions

File Columns View Trace Window Help

Line Provider Name Task Name Time (s)

1 Image 7.697 558 566

2 B Microsoft-IE

Image: Kemel Base

[ AntiPhishing_Evaluate

[ AntiPhishing_ProcessingComplete
@ Mshtmi_AttachIDisplmage

® Mshtml_CDoc_lnvalidate

® Mshtml_CMarkup_QME

B Mshtml_CMarkup_SwitchMarkup

[ Mshtml_CMarkup_UnloadContents
[ Mshtml_CScriptElement_CommitCode
[# Mshtmi_C55_Parser

®  Mshtml_CssLayout_BuildBlocks

# Mshtmi_CssLayout_BuildDisplay

@ Mshtrl_CssLayout_BuildLayout

[ Mshtml_CStorage_Getltem

@ Mshtmil_CStorage_Setitern

3 Mshtml_CStorageHelper_CommitToDisk

3

4

5

6

| M:htmlCOoc Onoint I
8 B Mshtml_CDoc_PaintRect

9 Mshtml_CDoc_RunningZinplacelnvalDoc 1.240 750
10 ® Mshtml_CDwnBindData_Bind

n #  Mshtml_CDwnBindData_OnProgress

12 [ Mshtml_CDwninfo_CacheHit

13 [ Mshtml_CDwnTaskExec ThreadExecBail

14 [ Mshtmi_CDwnTaskExec_ThreadExecRun

15 [ Mshtml_CElement_HandleMouseHoverForStyle
16 # Mshtml_CHTMLoad_Write

17 & Mshtml_CHtmPre_ScriptStart

18 E  Mshtml_CHtmPre_SpeculativeRejected

19 [ Mshtml_CHtmPre_Suspend

0 [#  Mshtml_CHtmRootParseCtx_ElementsAdded
a @ Mshtmi_ClmgCacheEntry_Attach

22 [ Mshtml_ClmgCacheEntry_Destroy

B [ Mshtml_ClmgCacheEntry_PrepareToRender
2 # Mshtmil_ClmgCacheEntry_RemoveFromWs
5 [ Mshtmi_ClmgHelper_RequestLayout

% @ Mshtmi_Clmglnfo_Destroy

bl B Mshtml_Clmglnfo_ForcedDeceding

b} #  Mshtml_CimgTask_Decoded

Fo] B Mshtml_ClmgTask_Init

30 # Mshtml_ClmgTask LazyDecoded

£l B Mshtml_ClmgTaskExec

2 Mshtml_CMarkup InvalDoc 1.293633742
EL E Mshtml_CMarkup_Layout

u Mshtml_CMarkup_OnLoad5tatusDone 2402 382 856
35

£

£l

38

k-

0

4

42

43

a4

45



USERTIMING IN ETW

performance.mark("startTimel")
performance.mark("endTimel")
performance.mark("startTime2")

performance.mark("endTime2")
performance.measure("durationTimel"”, "startTimel", "endTimel")
performance.measure( "durationTime2", "startTime2", "endTime2")

[ 1“ Generic Events Summary Table - Di\temp\foo.etl - [0 s - 314217972 <] - 31.4217972 s - Windows Performance Analyzer &M ]
| File Columns View Trace Window Help
Line Provider Mame Tazk Mame . Time (s} Opcode.. Fieldl Field 2 Count  Field 3 Field 4 ar
110 =l Mshtml_MzPerformance_Mark 4
111 18.342 648 329 win:Info "startTimel" 1
112 18913 867 334 win:Info "endTimel" 1
113 18913 870 534 win:Info "startTime2" 1
114 24672879108 win:Info "endTime2" 1
l 115 =l Mshtml_MzPerformance_Measure 3 i |
116 24672 886 788 win:Info "durationTimel" "startTimel" 1 “endTimel” 1787074 ||
117 24672890628 winiInfo "durationTime2" "startTime2" 1 "endTime2" 17996382
118 24,672 896 068 win:Info "durationTimeTotal”  "startTimel" 1 "endTime2" 19783478 =~
4 | i | I
Total Mumber of Unhandled Events - 4501146




ETW - STACKS

By using -stackwalk onthe e

mns  View Trace Window Help

. Line | Process Stack ‘We'-ght 4
1 ® Idie(D) 14723751199
command line, you can
I 3 = [Root] | 1746964721
4 = |- ntdil.dil!_RelUserThreadStart 1,450,969 639
5 | ntdildll_ReiUser Threadstart | 1450969689
enable stacks on many events |: | =
7 B | |- IEFRAME.DLL!Detour_DefWindowProch | 1,292.566077
8 S | | | leRtUtiLdiiClsoScopeRegisterThread | 1017.006 326
9 | | | EFRAMEDLULCIETsb ThreadProc 1,017.006 326
10 | | | IEFRAMEDLLCTsbWindows:_TsbWindowThreadProc 1,017.006 326
. 1 S 1| | [ use2.dieDispatchMessagew | 90m9359
° 12 2 1 | | | | usesS2dilDispatehMessageWorker 598,008 631
Public symbol servers : . o
L 1 1 11 1 | user32difintemalCallWinProc | s900s631
15 = | | | | | |-MSHTMLDLLGlobalWndProc 734,010 341
16 11111 | MSHTMLDLLGIobalWndOnMethodCall | TH0034
) 17 S 1111 | | |-MSHTMLDLLCView:EnsureViewCallback 315005625
https:.//msdl.microsoft.com/d |: oy -
. ° ° 19 L L0011 | I MSHTMLDLLC TreeNodesisDisplayNone | 1000221
2 1111 || |-MSHTMLDLLICDWAChan:-OnMethodCall 200002836
2 11| 1 - MSHTMLDLLICPaintBeat: OnVSyncMethodCall | 117.001 658
2 1111 || |- MSHTMLDLUCProgSink:OnMethodCall | 41000463
ownload/symbols : -
2 L0 || MSHTMLBLLICMarkup:AnchorVistedCheckCallback | 9,000 081
5 L1011 |-MSHTMLDLCS i : hange | 7908 579
» 1L 11 || |- MSHTMLDLLCDoe:OnUimgCtiDeferredDownload | 5909732
. . bil P |1 |- MSHTMLOLLICMarkup:ProcessPeerTasks | 5.000 150
h '// m | m ZI || r' /fl r' 8 P11 1 |-MSHTMLDLLCDae:FierCallback ] 3000 346
° ° ° = L1 - MSHTMLDLLICMerkup:Setinteractivelnternal | 1.000 221
30 1111 |1 |- MSHTMLOLLC TimerChe:OnMethaodCall | 0.599 503
f 3 L1011 |- ntdileiReEsterCriticalsection | 0999902
——
° {ild CPU Sampli Table - C\xperfi tl - [0 5 - 19.820256222 5] - 19.820256222 5 - Windows Performance Analyzer
https://chromium-browser = o e e e
- - =
p [} Line Process Stack Weight
1 @ Idie(0) 223,389,926 693
2 B firefox.exe (32544) 3,316,777 954
symsrv.commondatastorage ’ e e
° ° 4 B |- suldlinsDisplayList:PaintForFrame 182989152
5 E | | suldiimosi y gerD301 tion 147.993 208
o 6 | | suldilmezills:layers:LayerManagerD3D10:Rend 147,993 208
oogleapis.com/ : S v e o
[ ] 8 IS T T R 1) i inerLayerD30: i 68.000 380
9 B 1 | | | [ xuldilmozilla:layers:ThebesLayerD3D10:Validate 66,000 895
10 E 1L 11| | uldit_cairo_d2d_flush 51,001 085
n CH NN D20 Target>EndDraw 50,000 864
1z L1 1 d2dlditDrawi EndD 50.000 864
13 1111 | | | d2didiiDawingConted:Flush 50000864
1] 24 L1 | d2didiiDrawi :FlushBatch 50.000 864
15 E 1L 11| || | d2dldiCBatchSerializer:Flushinternal 46.001892
| 16 E 1L 1111 | | [|d2dLdiiCHwSurfaceRenderTarget:ProcessBatch 34,001 786
| Y E 1L L1111 | ddLdncc d_DrawGlyphRun::E 14,000 547
| Dy e UL L1111 | | d2dLdiiCHwSurfaceRenderTarget:DrawGlyp 14.000 547
19 E 1L L1111 ] [ d2elLdiGlyphRunRealizer:Init 7999538
20 E 1L 1L 111111 | |-DWritediiDWriteFactory:CreateGlyphRunAnalysis 5099413
a 11| DWitedliGlyphRunAnalysis:GlyphRunAnalysi 3999413
', 2 L1111 | | DWitedlGetGlyphBitmaps 5099413



https://msdl.microsoft.com/download/symbols
http://symbols.mozilla.org/firefox
https://chromium-browser-symsrv.commondatastorage.googleapis.com/

ETW - MORE HELP

More great tutorials on ETW, UIForETW, and xperf are
available at: randomascii.wordpress.com

via Bruce Dawson @BruceDawson0OxB


https://randomascii.wordpress.com/
http://twitter.com/BruceDawson0xB

ETW - USES

Slow page load performance? Take a trace!
See page load from a system-wide perspective

Isolate page load from interference due to other
CPU/disk/network activity

Compare browser page load times and resource usage

Examine browser CPU usage hot-spots from sampled
profile stacks

Automated page load regression testing of browsers via
command-line tools

Integrate page load time / cpu usage metrics into your
build system



S o

THE REPRO

Using Windows 10 (in a VirtualBox VM?)

Open Edge

xperf -on latency -stackwalk profile

Head to www.customer.com

We immediately see the browser go to (Not Responding)

xperf -d repro.etl



WPA - CPU SAMPLING

The trace shows Edge spending nearly 100% CPU for over
70 seconds:

repro.etl - Windows Performance Analyzer -
File Trace Profiles Window Help

Analysis | ‘ ¥
4 CPU Usage (Sampled) Utilization by Process, Stack * = Jol¥ o] BHE=o x

% Weight using resource time as [TimeStamp-Weight TimeStamp] {Aggregation: Sum)
> i
Process MicrosoftEdgeCPexe ... icrosoftEdge> (4564)
Time 73.961724089s '
9% Weight 79.228968375

Series
MicrosoftEdgeCP.exe <... s
b 1dle (0}
P MicrosoftEdgeCP.exe <
P dwm.exe (632)
P MicrosoftEdgeCP.exe <
b System (4) ]
b cerss.exe (436) -
I ieetweollector.exe (4448) -
=

Press Alt+Space to show moere detail :
Press Ctr+5hift+C to copy text [ )
|

' ) '
) y y § \ ) ) / :
i il od i = ! j) i

I swchost.exe (B00)
P explorer.exe (3672)

- — et P— N— & - Eaa

TTTTTIT AD [ [ [ It [ [Tir |
&0 B0 90 100 110 120 130 14

o




CPU SAMPLING STACKS

E repro.etl - Windows Perfformance Analyzer - x
File Trace Profiles Window Help I}) i)
e | | 82.9 seconds of CPU <
2 || 4 CPU Usage (Sampled) Utilization by Process, Stack*~ 2 £¥ =
_E Line Sl Stack Count ¢, Weight (in vie... s z
5 1|+ MicrosoftEdgeCP.exe... 92,6300  82,943.154158 0 ~ || '§
L + [Root] 83,958  75,157.764372 :‘J;'
3 |- ntdll.dIl'RtiUserThreadStart 83,0101 74,338.516206 E..
4 | kernel32.dll!BaseThreadInitThunk 83,010] 74,338.516206 £
5 * | |- iertutil.dlll_lsoThreadProc_WrapperToReleaseScope 79,671 71,348.9166711
6 | | eModel.dIlLCIETab_ThreadProc 79,671 71,348.916611
T | | eModeldliCTabWindow:_TabWindowThreadProc 79,671 71,348.916611
2 = | | |- user32.dil!DispatchMessageWorker 79,657 71,336.725009;
9 * | | | |- user3Z.dlllUserCallWinProcCheckWow 79,260 70,991.591655;
10 * | | | | |- urlmon.dlliTransactionWndProc 72,657 65,192.643487:
1 * | | | || |udmondllCTransaction:DispatchReport 72,654 65,189.733469:
12 * | ||| 1| |-udmondl!COinetProt:ReportData 72,624 65,168.461800
13 = | 111111 |-ulmendllCBinding:ReportData 72,6261 65,166.146743
14 * 1 1111111 IulmondlCBinding:OnTransMotification 72,6251 65,165.159100
15 L1111 | ulmendlCBSCHolder:OnDatafvailable 72,625] 65,165.139100
16 I 11111111 | edgehtmldiiCBindingURLBlockFilter:OnDatafvailable 72,825 65,163.1597100
¥ I 1T 111111 | edgehtmldilCBindingFilter:OnDatafvailable 72,625 65,165.159100
18 I 111111 | | edgehtmldilCBindingFilter:OnDatafvailable 72,625 65,165.159100
19 I 1111 11| | edgehtmldilCBindingFilter:OnDatafvailable 72,625 65,165.159100
20 111111 | edgehtmldilCDOwnBindData:OnDatakvailable 72,625 65,165.1359100
21 * | 1111111 [|edgehtmldillCOwnBindData:SignalData 72,624] 65,164.159100
22 I L1 L1111 | | edgehtmldilCDwnBindData:BufferData 72,624] 65,164.158100
23 I 11T L1 11 | | | edgehtmldllCOwnBindData:ReadFromBind 72,624 63,164.159100
24 I L1111 | | edgehtmldlCTridentFilterHost:Read 72,624] 65,164.158100
25 I L1 L1111 | | edgehtmldllCBindingXS5Filter:Read 72,624] 63,164.139100
[ B : 72623]  65,163.484675
Frrrrrrrgrl 72623]  65,163.484675
L1 | | |- edgehtml.dil!CBaseXS5Filter:DecideXss 72,576 65,123.766292;
N | | | |- edgehtml.dll!CBaseXS5Filter:X55RulesCheck 72,571 65,119.715180}
P11 LR 11| edgehtmldiliCBaseXSSFilter:BuildX5SSignature Bottom Of the sta Ck 72,571 65,119.715180)
111 | | | | | edgehtml.dll!CBaseXSSFilter:CheckForX55Signature 72,570 65,119.0031215
Tl [ | |- edgehtml.dIllATL: CAtIRegEx SFilterSBCharTrait> :Match 67.8 6 8
Pl L | |- edgehtml.dlliCBaseXSSFilter:AddAttackSignature | 1,743
34 PL Lt || |- edgehtmldi!CUnrecognizedCharsSequence:AppendEquivalentSignatureSequence 966
35 Pt |-edgehtmlditATL: CAtiList<char * ptred ATL: CElementTraits<char * ptréd= =:Find 820
36 L] |- edgehtmldilATL: CAtIList<unsigned long, ATL: CElementTraits<unsigned leng> >:AddTail 303
37 ElLl L] |-edgehtmldilisSpecialRegExChars 193
33 Bl |- edgehtmlditATL: CSimpleStringT < char, 0= :: AppendChar 144
39 EL L L1 ]| |-edgehtmldilCBaseXS5Filter: CheckForX55Signature« itself> 134
40 EL Lt 1111 | | edgehtmldilProcessHeapAlloc< (= 118 '
< >

start:  @.ee19%3ce8s | | [roet [t rort
End: 122. 2651623085
Duration: 142. 2631623805

o
=
s
]

Diagnostic Console



DIVE DEPEER

With the repro, after a lot of digging around, we found
that the way we were sending large beacons, via a hidden
FORM submission, was triggering this Edge hang

But only if our server was returning either a:

m 200 OKresponse, or

" 204 No Content response that was missing a
Content-Length: 0 header.



VALIDATION

We were able to test different fixes across our test matrix (IE
6 - Edge, Chrome, Firefox, Safari, Mobile Safari, Android,
Lynx, etc) using Fiddler



CONCLUSION

e \WWhen you really need to look at a problem wholistically,
system-level tracing is the only way to go

e ETW (or things like DTrace on Mac/Linux) can give you a
different perspective, and show you CPU, disk, network,
and other system activity occuring during your scenario



LINKS

mPulse: mpulse.soasta.com
WebPageTest: webpagetest.org
tcpdump: tcpdump.org
Wireshark: wireshark.org

CloudShark: cloudshark.org


http://mpulse.soasta.com/
http://www.webpagetest.org/
http://tcpdump.org/
https://www.wireshark.org/
http://cloudshark.org/

LINKS

e Chrome Trace: chromium.org/developers/how-tos/trace-
event-profiling-tool

e Fiddler: telerik.com/fiddler

e \Windows Performance Analyzer:
go.microsoft.com/fwlink/p/?LinkID=293840

e VirtualBox: virtualbox.org

e TamperMonkey: tampermonkey.net

e NodeJS: nodejs.org

e UIForETW: github.com/google/UIforETW


https://www.chromium.org/developers/how-tos/trace-event-profiling-tool
http://www.telerik.com/fiddler
https://msdn.microsoft.com/en-us/library/windows/hardware/hh448170.aspx
https://www.virtualbox.org/wiki/Downloads
http://tampermonkey.net/
http://nodejs.org/
https://github.com/google/UIforETW

THANKS!



